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Interactive Simulation - Virtual Lab (MHRD) 

Objectives 

1. To provide remote-access to simulation-based Labs in various disciplines of Science and 

Engineering. 

2. To enthuse students to conduct experiments by arousing their curiosity. This would help them 

in learning basic and advanced concepts through remote experimentation. 

3. To provide a complete Learning Management System around the Virtual Labs where the 

students/ teachers can avail the various tools for learning, including additional web-resources, 

video-lectures, animated demonstrations and self-evaluation. 

 

Cryptography Lab 

Objectives 

To keep the plaintext secret from eaves- droppers trying to get some information about the 

plaintext 

Course Alignment 

1. This laboratory is aligned with an introductory course on Cryptography 

List of Experiments 

1. Breaking the Shift Cipher 

2. Breaking the Mono-alphabetic Substitution Cipher 

3. One-Time Pad and Perfect Secrecy 

4. Message Authentication Codes 

https://cse29-iiith.vlabs.ac.in/exp/shift-cipher/
https://cse29-iiith.vlabs.ac.in/exp/substitution-cipher/
https://cse29-iiith.vlabs.ac.in/exp/one-time-pad/
https://cse29-iiith.vlabs.ac.in/exp/message-authentication-codes/


 

5. Cryptographic Hash Functions and Applications 

6. Symmetric Key Encryption Standards (DES) 

7. Symmetric Key Encryption Standards (AES) 

8. Diffie-Hellman Key Establishment 

9. Public-Key Cryptosystems (PKCSv1.5) 

10. Digital Signatures 

 

 

https://cse29-iiith.vlabs.ac.in/exp/hash-functions/
https://cse29-iiith.vlabs.ac.in/exp/des/
https://cse29-iiith.vlabs.ac.in/exp/aes/
https://cse29-iiith.vlabs.ac.in/exp/diffie-hellman/
https://cse29-iiith.vlabs.ac.in/exp/pkcs/
https://cse29-iiith.vlabs.ac.in/exp/digital-signatures/


 

 

 

Course Report: 

Students are learned about cryptography concepts through this virtual lab. They 

completed assignment given in this course and submitted. 


